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Abstract
The aim of this study is to classify critical security issues |n cl banking

organizations, according to the cloud service models (CSM), and t eployment
models (CDM). We classified and ranked the critical clqud\securityi§sues for banking
organizations based on secondary and primar e cloud Delphi

study is modified into three phases like identif
issues. In this study, the samples of 40 panel ts Were selée om inside and outside
Malaysian banking organizations based on t perl.en d in’the banking environment

to set the insight of the cloud issues. Th starts list of cloud security issues
based on secondary data and mtervi@‘hddm I ustrated the level of risk for all
iza

n,
the cloud security issues in banki % all, medlum and large risk. We
also indicated that the hz Tru oud” in °rd party (providers) and

policies security issues and hest rlsk vazlablllty and Mobility” in application

and program (software) secyrity, etc. The u has been conducted on groups of cloud IT
managers and cloud ba develo s a future work, we will control and mitigate
the critical securlt y usm al C|al intelligence techniques (ANN). A successful

classification of cri Ioud se ty issues will greatly improve the probability of cloud
banking succ

Keywords: Cloud c ng, Cloud Security Issues, Cloud Service Models, Cloud
Deployment Models nklng organization, Cloud Delphi Study

1. Introduct@

Althou h research and progress in the area of cloud computing project, many
cloud @tmg projects have a very high failure rate especially when it comes to the
banking, _area. However, several serious issues concerning security, data protection and
o%hip, quality of services, and mobility need to be resolved before cloud computing
can be widely adopted [1]. In addition, cloud computing provides lots of advantages, but
today cloud computing is suffering from security issues. Security is the biggest concern of
client these days. If a client want to take a full advantage of cloud computing, then this
client must be ensured about data, infrastructure and application security [2]. Integrating
formal cloud risk management with project management is a new phenomenon in
software engineering and product management community [3]. In addition, cloud risk is
an uncertainty that can have a negative or positive effect on meeting project objectives. In
addition, there are 5 main phases such as risk identifying, risk analysis and evaluation,
risk treatment, risk controlling, risk communication and documentation for software
development life cycle [4][5]. The goal of cloud risk management is identification and
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recognition of issues at an early stage and then actively changing the course of actions to
mitigate and reduce the cloud computing issue [6]. Today, cloud computing risk
management has become a common practice amongst leading banking organization’s
success. In the increasing effort to improve development processes and security; recent
studies have pointed out to an area of cloud computing risk. Risk management helps
software project managers and team to make better decisions to mitigate cloud-computing
risks. Finally, the Cloud Delphi study is to classify critical security issues in Malaysian
banking organizations and to determine the importance of cloud security issues based on
experienced and cloud knowledgeable of developers and IT managers in developing cloud
risk management.

2. Literature Review .
Cloud computing is normally associated with failures. Risk of failure is de s the
possibility of suffering loss, or exposure in the cloud-computing life cy monly,

cloud computing risk management consists of the processes;\methods iques that
are useful to mitigate cloud computing risks failure. In;;e al, ns&?agement starts
i S
n”a

with risk identification and classification of potenti Ie t Security risk
management is becoming increasingly impor@ v areas related to
information technology (IT), such as telecom atlonsxb computing, banking
information systems [8]. Taking into conside , & cloud.computing is different kinds
of stakeholder templates serve to underst nd des a given cloud development
problem by using an online banking C%g scenarlo loud security is a broad topic

and services from possible atta s ermo ing researches focused on providing
security technologies, rather busmess tures such as service stability, continuity
and availability [10]. Cloud Risk manager %s the process of identifying, analyzing, and
controlling risk throug he life g@ roject to meet the project objectives [11].
Additionally, the /&hnk mod a resource management modeling based on
economic principlesNt unctlorw%lery similar to commercial banks in deposit and loan
business [12]~Furthermore niques and models for mitigating risk in software

developmen ts cla to three categories—namely, qualitative, gquantitative,
and intelligen proac@ ] Quantltatlve risk is based on statistical methods that deal

and any combination of policies, tecbgh ies, r@ rols to protect data, infrastructure

with accurate measu about risk or lead to quantitative inputs that help to form a
regression model t rstand how software project risk factors influence project success
[11]. The discril@t analysis (DA) techniques are proposed to classify and manage
risks in the,seftware planning development process [14]. Hence, they classified risks to
three Ieve%bredicting group membership. This study will classify the critical cloud
i ues in Malaysian banking organizations. However, the information acquired
elphi technique can be used especially to support identifying and classifying

issties,/qualification, quantification, or response development [15].

3. The Concepts of Cloud Modelling for Banking Organizations

Indeed, they introduced the conceptual framework for cloud banking that included
components such as security, privacy, legal, compliance and regulatory issues in banking
[16]. Furthermore, it presented the security risk analysis that includes three steps to
mitigate risks:  Analyze issues in virtual machines (VMs), identify risks and
vulnerabilities and then concluded a set of security recommendations for using by the
cloud deployed [17]. According to previous studies, we divide the framework modelling
cloud computing to five stages as mobility and banking application, cloud service models
(CSM), cloud deployment models (CDM), cloud risk management models (CRMM), and
cloud security model as follows:
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3.1 Mobility, Banking Applications, and Web Service API

Mobility referred to the possibility of moving and taking place in different locations
and across multiple times using any type of portable devices such as smart phones,
personal digital assistants (PDAs) and wireless laptops. The current availability of the
internet and mobile technologies has led to the popularity of mobile application in
different aspects of modern life. Mobile application referred to the use of portable devices
equipped with the possibility of internet access, such as the use of smart phones, laptops,
PDAs and tablet PC technologies in any user needs [18]. Application programming
interface (API) clouds deliver programming environments that simplify not just the
delivery of infrastructure, but also the actual implementation of the application for cloud
deployment. APIs support common application functions from gaining access to resources
and inter-process/inter-application communication services for database and%:&iﬁg
functions [19]. Finally, mobile banking referred to any operation that related ing
services such as balance check, account transactions, payments and recei W SMS

via a mobile device [18]. % .
3.2 Cloud Service Models (CSM) ,'Q\ @

Cloud service models (CSM) depend upon s state he)art web technologies
such as Web Services, Application Programmigng Interface ( eb 2.0, and etc. [20].
CSM is divided into four categories that ﬁailable f a cloud provider: Banking

Process as a service (BPaaS), Software & rvice (Sa@. latform as a Service (PaaS),
and Infrastructure as a Service (laaS) @Vmg at& nt rates as follows:

Table 1. IIIustrﬂ@arts of%ﬁd Service Models (CSM)

CSM *, “Pefinition

BPaa$S | Banking proce@)as a ic8y Banks still believe the technology to be
connectede wi any business’ issues that are not yet solved. Such matters
include pw , securit$, legal, compliance and regulatory risks. Because of
the la rofessig shand sufficient security frameworks in the area, the
ma js”getting_scaled up to become a severe problem [16]. Business aspect
represents orfanizations (e.g. banks) that may offer banking services to their
customers h mobile banking (e.g. mobile payments). M-banking
applicati n be supported by mobile computing or technology like 3G,

mobil t, and mobile payments [21].

SaaS oftwabe as a Service (SaaS) is a model where software is implemented using
%&f the four cloud deployment models (CDM). The users don’t have access

ata or the configuration and can only use the software hosted in the cloud
C>c0mputing [22]. SaaS provides users with remote access to the application,
@ usually through a web browser. Facilities need not worry about storage or
application management as only specific parameters are enabled for the user

[23].

PaaS | Platform as a Service provides a platform for development and deployment
software applications by supporting entire application life cycle. Cloud
provider is responsible for security and monitoring. Furthermore, cloud
provider provides runtime, middleware, OS, networking, servers, storage and
virtualization. Cloud developer takes several benefits from PaaS [2]. In the
PaaS, customers use an API to deploy their own cloud applications using
programming languages and tools supported by the cloud provider [9].

laaS Infrastructure as a Service provides virtual and physical hardware as a
service and entire infrastructure is delivered over the internet with more
security control for clients [2].
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3.3 Cloud Deployment Models (CDM)
Cloud Deployment Models (CDM) can be divided into four the different types:

Table 2. Illustrate the Parts of Cloud Deployment Models (CDM)

CDM

Definition

Public Cloud

Public Cloud is made available to the general public or a large industry
group and are owned by a third party selling cloud services [9]. As
cloud technology matures, public cloud services are becoming more
attractive to enterprise users as well. Interest in the cloud has been
shown by players such as critical infrastructure providers, including

Private
Cloud

company that concentrates on controlling the mechanism_of lizing

banking industries [24] Lo
Private Cloud is operated and owned by a single orga&'z%v(or
resources and automating services those 3re used and{ c ized by

various lines of business and constitwent gréups [4]. Ivate cloud
provides services to an organlzatlon an ntra Private clouds
can be connected to each other a partne d Private Cloud

Communi
Cloud

ty

(]

private clouds are operated solel for n or tio
Community Cloud falls between public an ate clouds with respect
to the target set of cons 25] .T ommunity cloud aspires to
combine distributed res pI‘OVISIon grid computing, distributed
control from digi osys nd sustainability from green
computing, wit case computmg while making greater
use of self- % ent adva rom autonomic computing [25]. The
cloud infrast re is sh by several organizations and supports a
specific munity, t are common goals. It may be owned,

maqa% opera{b any organization in the community or a third
n

paktyA ay exist on“or off premises [26]. Community cloud model is
u y a parti group of community within an organization that has
N ame concerr, als or security requirements [27].

Hybrid
Cloud

o9

o

\]

d uses both public and private cloud techniques, where it
applie strategic ideas of the services of public cloud with the
of the private cloud. Actually, the private cloud must be
ted to the rest of company’s IT resources and cannot be isolated
the public cloud [18]. The hybrid cloud infrastructure is a
_composition of two or more clouds (private, community, or public) that
remain unique entities but are bound together by standardized or
proprietary technology that enables data and application portability like

cloud bursting for load-balancing between clouds [28].

3.4 Cloud Risk Management (CRM)

In Cloud computing, risk needs to be considered at all phases of interactions and
investigated at each service stage in relation to the assets that need to be protected [29].
Besides, there are different types of risks that bank management need to protect against.
For many banks, the main risk is credit risk but there are many other risks that supervising
authorities should notify banks about related criteria and require them to follow [30].
the eight phases for successful a cloud risk management in banking
organizations such as cloud risk planning phase (CRPL), cloud risk identification phase
(CRI), cloud risk prioritization phase (CRP), cloud risk analysis phase (CRA), cloud risk
evaluation phase (CRE), cloud risk treatment phase (CRT) includes four strategies for
responding to cloud risks: Cloud risk mitigation, cloud risk avoidance, cloud risk transfer,

There are
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elimination cloud risk, cloud risk acceptance, cloud risk controlling phase (CRC), and
cloud risk communication & documentation phase (CRCD).

3.5 Cloud Security Issues Models (CSIM)

Cloud security is a broad topic and any combination of policies, technologies, and
controls to protect data, infrastructure and services from possible attacks or achieving
business objectives all the security domains should work in an effective manner [2].
Computer and information security are concerned with ensuring the availability, integrity
and confidentiality of information. Each of these aspects covers an integral part of
security aspects of the infrastructure [31]. In Cloud computing technology there are a set
of important policy issues, which include issues of privacy, security, anonymity,
telecommunications capacity, government surveillance, reliability, and Iiabilit marig
others [32]. The building blocks of cloud security are [33]: Confidentiality:
to access the protected data by the authorized users refers to fide tiallty.
Authentication: Authentication refers to identify the creggntlals of i Idual and

verify whether they are privileged users or not [ egrity§
transmission capability to the protect data from not stroyed
e (CSIM) model:

unauthorized persons refers to integrity. There al X lev Is
*rd party (providers) & policies security; appllcaw pro ware) security; data
& information security; security control & ork; secunt d service management;
and physical infrastructure security.

4. Classification of Crltlcal g@ %ﬁw Issues based on Cloud
an

Security models in Ba

Cloud computing is a new rging tec
wants to adapt for its busi for more

logy, which every organization these days
itability and scalability. This communication
defined cloud computi hlight the service models of cloud computing and
discussed the feat % blic, pr'vat “hybrid and community cloud computing [25]. In
addition, |nf0rm ecurty under traditional IT architecture, cloud service
security is sti ** new b and management risk arising from virtualization,
multi—tenanc data, e ption technology [10]. Cloud computing is changing the
current IT delivery mod services. Benefits for business and IT include reduced costs,
scalability, flexibilit acity utilization, higher efficiencies and mobility [34]. The
enterprise will be identify its weakness and strength for each factor, and then build
and prepare pla t can help them to make appropriate decision toward a successful
adoption Ohﬁ,yd Computing [35]. Cloud computing’s risks can bring negative effects on
any com or organizations, therefore an effective risk management is needed to
a peratlonal and financial cost as well as proactive actions to secure data,

n systems and technologies [27]. Understanding the true potential of mobile

omputing and identifying issues with mobile cloud security, privacy, feasibility

and accessibility remain a major concern for both the customers and the enterprises [36].

However, classification of critical security issues in cloud banking is needed to highlight
in this section:
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4.1 *rd Party (Providers) and Policies Security:

Table 3. illustrate the Critical °rd Party (Providers) and Policies Security

Issues

No.

Security Issues

Definition

SlI1

Lack of
standards

Interoperability impedes the quick development of cloud
computing, as there is no common cloud standard being followed
by different cloud providers who have their own API’s [37].

SI2

Service Level
Agreement

(SLASs)

SLAs refer to a legal contract that describes the minimum
performance criteria CSPs promises to meet while delivering the
required service(s) to their client(s) [19].

SI3

Governance

strategy, proper implementation of policies and dures,
relation between policies, assessing policies in ra ssessing
and updating policies and providing fra to observe
regulations in an organization [30].

Governance is a set of activities that are conducte% to execute

Sl4

Legally and

policy

their customer
ver if the Cloud
sp0n5|b|I|t|es it could
r the CSP’s customer
er organization fails in its

Third-party cloud servic V|ders
organizations are distig rls
service providers ne fall it
have legal liability pllcat
organizations. B a cloud
respon5|b|I|t|e is Iess y there would be any legal
|mpI|cat|o he CS Policy is foundational issues
related aI d and organizational charters to help
e roles ons, responsibilities, and authorities of

est
actors |n cloud’@omputing organization [39].

SIS

Dependency

Nlf

OA

rrentl Sfidency on browser to access the internet as a
tter w@essmg mobile web other than browser. In order
Vto get S y mobile internet access new technologies like

are being developed, which provide facility of local

cﬁmg 37].

SI6

—

Lack( ” of
transparency

&

CSP is unlikely to expose the detailed information about its

ocesses, operations, controls, and methodologies. For instance,
cloud customers have little insight into the storage location (s) of
data, algorithms used by the CSP to provision or allocate
computing resources, the specific controls used to secure
components of the cloud computing architecture, or how
customer data is segregated within the cloud [38].

SI7

service
vider
)wablllty

Many cloud service providers are relatively companies, or the
cloud computing business line is a new one for a well-established
company. Hence the projected longevity and profitability of
cloud services are unknown. Cloud computing service providers
might eventually go through a consolidation period [38].

SI8

Malicious
insiders

In particular, both reports agree that insider attacks and malicious
insiders are a major technical risk and among the top threats [40].
Attacks are usually modelled through the use of a graphical,
mathematical, decision tree structure called an attack tree [41].
Besides, Malicious insider can get unauthorized access of cloud
resource which can be a greater loss of business [2]. On the other
hand, insiders malicious they can be current employee, a
contractor, or business partner who can access the network or
data for causing damage [42].

SI9

Regulatory

Compliance risks meaning problems for cloud customers in
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No.

Security Issues

Definition

compliance &
requirements

achieving certification to meet regulatory requirements [40]. That
could depends on the fact that the cloud provider cannot provide
evidence of his own compliance or that the cloud provider does
not permit audit by the cloud customers [43] Legal and
regulatory requirements which aim at protecting sensitive or
personal data as well as general public security requirements
encourage them to devote the utmost attention and priority to
information  security risks [44]. Compliance involves

SI10

Shared
technology issues

ffectively
ould protect
ace [46]. Guest
of hypervisors to
underlying platform

SI11

Unknown risk

profile

SlI12

Trusted cloud

(area for
eratin

SI13

ST

Abuse

conformance with an established specification, standard,
regulation, or law [45]. Finally, regulatory compliance is
own data [20]. L
Virtualization platform should have the fe
the user resource and keep ﬁr‘& invigla
operating systems may ex akne
[47].
Service providesmshould conti sly enhance security for
% rity risk[40]. There are many
versions pdate rity measures, vulnerability reports,
unautheri2ed attempte,ahd security design [48].
rightsoftware the correct set of servers [24]. There some of
w d like trusted People, trusted devices, trusted
m
data , etc.
ifications and authorities [46]. By abusing relative
onymity behind cloud registration and usage models, malicious

“and
nefa e of
cloud‘eawy putin&(@

responsibility of customers for the security and integgity oftheir

isolate the difference users [40]., The platfor

gain inappropriate |

reducing clouﬁ utlng

main concer t should udied carefully such as software

Trusted=software ang Server identity is the service running the

(0S), trusted software and applications, trusted
ﬁﬁ should use a seriously inspection procedure to audit the
|
wvactivities can be conducted with relative impunity [47].

4.2 Applicatio

Table%s&ku

@Program (Software) Security Issues

strate the Critical Application & Program (Software) Security

Issues

Sl

-’ Security Issues

Definition

Authentication

Provides the access permission to only the authorized users
and restricts the unauthorized users [50]. In addition, the
authentication is the first level verification applied with
authorization check to avail the right services to right user.
Hence, this kind of check is required to achieve the integrity,
security and the reliability while performing the
communication in open environment. In more dedicated
security systems, the authentication check is applied relative
to the information type or the domain type [51].

SI15

Authorization

The cloud computing is important for the users when they
login to some cloud service because it enables prove of their
identities. So, authorization is usually employed after the
authentication [52].
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No.

Security Issues

Definition

SI16

Insecure
API’s

Interfaces

Insecure Applications Programming Interfaces (APIs) refers
to cloud services are accessed and managed by clients via
software interface and APIs [40]. These APIs have
significant roles in provisioning, monitoring, orchestration
and management of the processes running in a cloud
computing environment [53].

SI17

Availability
Mobility

and

One of the key arguments when migrating an banking system
to a cloud platform is availability [40]. Organizations must
thoroughly analyze and understand the impacts on
performance and availability and must take actions in order
to be able to provide resources for the hlghest 5|b eeload.
Furthermore, service unavailability will preve e users
from accessing a cloud service [54]. Furth allablllty
refers to whether the data is avallabl needed by

cRJud Supports access

SI18

Portability
Interoperability

and

authorized parties. als
anywhere using a Web
Lack of applicatjormpugtabilit o roperablllty refers to
many CSPs offlicat' n\software development tools
with their cloud, solutions. these tools are proprietary,
they may m( pplica‘c'&tha‘[ work only within the CSP’s

specific ion architecture [20]. Hence, these new
appli work well with systems residing

outsid
Y

4.3 Data and Information 'Sﬁ;lty Issue

Table 5. Illustl;egﬁe Crlt

t (no
fthe% ution.

ata and Information Security Issues

No. | Security &} Q Definition

SI19 | Priva '&\ ﬁ@l@ sensitive or private information such as providing
luser’s current location creates scenarios for privacy issues [36].
S120 | Confi tiality’é@ is one of the most important security mechanisms for users’
(b' ¥ data protection in the cloud. It includes encryption of the
Na plaintext in cipher text before the data is stored in the cloud [52].
SI121 | Data Pr ion | Data Protection solutions from CA Technologies company detect
LV and prevent unauthorized use of confidential banking data and
Q\ provides a spectrum of remediation actions so that effective
Q enforcement of information use policies can be achieved [56]. To
protect the data in cloud database server database encryption is
Q) one of the important methods [57].

SI22 | Data Limitations | Data segregation should be enforced through correctly defined
and Segregation | security perimeters and adequate and secure configuration of

virtual machines and hypervisors [34].
SI23 | Data  integrity | Integrity can be regarded as the opposite of duplicity, in that it

and scavenging

regards internal consistency as a good feature, and suggests that
parties holding apparently contradictory values should account
for the inconsistency or alter their beliefs [50]. Hence, if they
cannot modify the originality of the information, so integrity is
regarded as the honesty and truthfulness or precision of one’s
actions [2]. In addition, data scavenging cannot be completely
removed and attacker can reconstruct data again[37].

Si24

Data Location

Use of an in-house computing center allows an organization to
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No.

Security Issues

Definition

structure its computing environment and to know in detail where
data is stored and what safeguards are used to protect the data.
Hence, data centers can be located in specific jurisdictions [20].

SI125 | Data

Loss/Leakage

Data can be deleted or modified at any time by intruders, and if
data are not backed up, this can lead to data loss [31]. Removing
the link from a record linked to a larger context may also result in
data loss, and therefore impossible to retrieve them. However,
strong data encryption while transferring data to and from the
cloud may help remediate from data loss or leakage [48]. Data
leakage threats remain as a result of technology and architecture
weaknesses that affect cloud providers as they, do, «other
businesses [58].

S126 | Detection

Recovery

and

Security events detection: Users apply user i ser APIs
vice and to

to control and accept the cl ud comp tl@

accomplish to resource g Obj In cloud
computing service, user er validation, APIs
dependence and sec uId be more attention and

carefully inspected. ther x) combating deadlock are
to avoid it comp er by ident g unsafe states using the

or tor détect it and recover from it [59].
for hand %
provides

S127 | Hijacking
Account
Service

Traffic

of
or
&

"Q'

create a plete data recovery mechanism
forn@security events by cloud service

org pretisely, th
data™oss, aec

four threats identified are: Data leakage,
hijacking and insecure APIs [60]. The top
reats in gory named account and credentials hijacking.
the pr %stored data in multiple countries, then the access
to dataqmay“be subjected to the privacy laws of host country [42].

4.4 Securit 'QI and Nm Dlssues

Table 6. |Ilust%gf1e Critical Security Control and Network Issues

No. Securlty Definition
SI28 | Inform Iow Securing the flow of information during the computation of
L confidential information in the cloud is very important. Where,
0& the more sensitive the information, such as credit card data,
government intelligence or personal medical information being
Q: processed in the cloud, the more important it is to ensure the
confidentiality of this information [45].

SI29 | Intrinsic Wireless network is heart of cloud computing as it forms the
Constrains of | base for communication in cloud computing. But it has its own
Wireless set of issues asking for attention, like data rate constraint, not so
Network good throughput, longer latency delays and intermittent

connectivity issues [37]
SI130 | Network Access | In MCC, wireless network is major communication media,
Schemes which can be cellular, WLAN or Satellite based. This variation
affects mobility causing call frequent drops. Hence we require
soft handover schemes, avoiding connection failure and
connection reestablishment when moving from one network
access point to another [37].
SI31 | Bandwidth Low bandwidth of mobile network is another cause of concern in
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No.

Security Issues

Definition

the cloud computing domain. So we are required to check for
improvement in network bandwidth so to improve data transfer
across cloud and other devices, especially in case of mobile
applications [40].

S132

Anonymity and
Network Traffic
Analysis

Not only the private data owned by a particular user, but also the
anonymity may need to be protected [47]. In addition, CSP
should prevent users from unauthorized analysis of the network
traffic to derive information about the results of a simulation
based study.

SI133 | Network Attack graphs are important tools to analyze network security
Security and provide a framework for a security analyst toww the
most likely attack paths, highest-loss attack pathsyand then make
decisions about countermeasures [17] [40]. ,« $V
SI34 | Virtual Network gate software-

Protection

Most virtualization platforms have the abll t
based switches and netwo |gurat| rt of the virtual
environment to aIIow vi the same host to

communicate more di d efj|C|e 61].

SI35

Limited control

The applications anMMces Ig on remote thus a third

party virtual enyir@nments; users\and companies have limited
control over tr@‘hon of thessed hardware and software [45].

S136

Distributed
Denial of Service
(DDoS)

Moreover, Ily lacks th t\, eatures of an application running
locally b‘f» of thw 2d)remote software [45].
medlu

;Azttﬁ cess control (MAC), denying service to
li
Ma

her layers of networking protocols [40]:

ious rq@edlate nodes in the routes between the

ers/cli centralized services can degrade the service
zafjality. \Q ;

s [62], al

SI137

Heterogenéi

Mobile
Dew‘ S
o

&
d

It is caused because of technological variation in terms of OS,
g@ﬁhardwme platform (android, windows, etc.), features
anth/communication medium among mobile devices [37].
éddltlonally, there are numerous cloud vendors in market, who
v provide different cloud services with their own accustomed
policies. This leads to heterogeneity among cloud as these
vendors work on their respective infrastructures, platforms, and
APIs, leading to interoperability and portability challenge [37].
Also, we are dealing with highly heterogeneous networks in
terms of wireless network interfaces [54].

%@\

atform
Reliability
Latency

and

Reliability of cloud services typical cloud configurations consist
of infrastructure in a data center, applications that are accessed in
the cloud, or specific applications for software development [40].
Furthermore, data latency is based on wireless network interfaces
[54]. Hence, cloud data transfer in a wireless network is not as
continuous and consistent as in a dedicated wired LAN. Data
latency will directly impact the usability of an application by a
mobile cloud user [54].
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4.5 Security and Service Management Issues

Table 7. lllustrates the Critical Security and Service Management Issues

No. Issues Definition
SI39 | Session In cloud Services in the cloud are typically hosted in more than
Management one server for increased availability. Client requests to the
services often lands in different servers, which is controlled by
the load balancer component in the cloud, which routes request
to different servers based on server load and round robin
algorithm [54].
S140 | Identity/Access Cloud applications are wholly dependent on the abiljty of cloud
Management users to successfully and securely authenticate théemmgel es for
authorized access in a cloud context [39]. Access y stores
have to be limited to the authorized person require the
individual keys. These keys ought to be undeipolicies governing
them [53]. & )
SI41 | Quality of | Quality of service h ues, Such as congestion,
Service (QoS) network disconnech@ nuation can reduce the
quality of services si cantl hrough, we can estimate
the level of servi allty eriérices in wireless technologies
confirms that genem@hard to maintain, especially the
end-to- en¢o
S142 | IT organizational

changes

If clous% mputin W based on a significant degree,
e% ewer internal IT as infrastructure

ementt hnatogy deployment, application development,
and maintenz %—mnce, the morale and dedication of remaining

4.6 Physical Inﬁ;@g\tur

CJ staff @be could be at risk as a result [38].

e Security Issues

Table trates \Qritical Physical Infrastructure Security Issues
No. Issues Definition

S143

Flexibility e
Infrastru ‘b

Nt

It can be scaled to maximize investments. Cloud computing
allows dynamic scalability as demands fluctuate [63]. The
cloud is not dependent on local hardware or software, thus the
user gains a new level of flexibility in terms of accessing the
solution [8].

Si gle Point to | Although the centralization of services increases security by

Q tack and Failure | reducing the size of infrastructure to protect, that also creates
points of gravitation for cyber and physical attacks. When a
system is hacked and/or fails, the impact is much bigger
comparing to distributed architecture [64].

S145 | High-value cyber- | The consolidation of multiple organizations operating on a

attack targets

CSP’s infrastructure presents a more attractive target than a
single organization, thus increasing the likelihood of attacks.
Consequently, the inherent risk levels of a CSP solution in
most cases are higher with respect to confidentiality and data
integrity [38].

S146

The multitenancy

The multi-tenant concept affects how resources are organized
and provided to the CSP’s customers [38]. Multitenancy is an
essential cloud property that enables the share of resources such
as the memory, application, networks and data. The hardware

Copyright © 2016 SERSC
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No.

Issues

Definition

component is shared by different users, while the virtual level
is isolated for every user [48].

Sl47

Scalability

Cloud based systems needs to be designed in such a way that
will take advantage of the rapid scalability and deployment
capabilities that cloud computing offers [65]. Furthermore,
scalability and Performance Scalability is a built-in feature for
cloud deployments. The cloud instances are deployed
automatically on demand and as a result, users are paid only for
the required applications and data storage. The cloud is scaled
to meet the required changes in IT system demands [20].

S148

Cost

A core benefit of cloud migration is the pote | for cost

savings[40]. By migrating banking platform cloud,
banking organizations can get powerful fi ?Nty in the

most cost effective manner. Regardless t ructure cost,
cloud minimizes cost of er‘nces g and managing

applications and decreasgs,on-site e ts [19].

5. Empirical Strategy (Analytic Study) Q »\\)

5.1 Methods
Indeed, we used cloud Delphlﬁ s fog d gathermg and analysis it in this

study. However, we will begin a
their experience of the cloud

from the cloud models. How

in cloud banking based on
we focused on two grou

organizations.
issues based on

addition, we
collected da % aggr
cloud Delphi techniqu

security issues. Ho
classifying cloud

148

terviews, D N

ud develOpers and cloud IT managers in Malaysian banking
will he highest and most important cloud securlty
serv ce 4«%

lou issues based on secondary data,

S and cl velopers These issues were derived
we |dent{%i nd classified the critical security issues
pproach and secondary data. Furthermore,

els (CSM), cloud deployment models (CDM).
the cloud security issues. The Delphi method has
of cloud security issues. Indeed, we are divided the phases

three phases such as identifying, analysis, and evaluating
we illustrate the concept of cloud Delphi technique for
y issues in Figure 1 as follows:
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Cloud Delphi Technique
Phase 1: Identifying

Collected data and aggregated of cloud security
issues.

Select the experts from both inside and outside
the banking organization.

Divide panelist to two groups cloud developers
and cloud IT managers.

Each group will discuss the cloud issues among
groups (panelists).

V Vo
Phase 2: Analysis
e Each group will select the highest and important
cloud security issues. 6

e Assign an estimated probability of occurrence®and
severity for cloud security issu% d on

seciiritv models

v
Phase 3: Evaluating
e Rank and address the C curltyolss based
models by usmg Means, c cation
trees, artificial net or or Baye5|an

networks, etc
. Comm{e@ of secQ ud issues.
Flgure 1. @strate@ eps of Cloud Delphi Study

5.2 Data Collectl

The cloud I echnlq collect data as qualified informants, so we focused
on two grou ud deve ers and cloud IT managers in banking organizations. In this
regard the clo Delp |s modified to three phases like identifying, analysis, and
evaluating as descri |gure 1. The data are collected by secondary data and cloud

outside Malaysi nking organizations based on their experienced in cloud banking.

Indeed, w estimated probability of occurrence based on a 10 scale (where 1= very low

probabﬂﬂ%currence and 10 = very high probability of occurrence), estimate the

severitQ e security issue described on a 10 scale (where 1= very low influence risk
ery high influence risk).

a@ ”
5.3 Results and Discussion

Table 9, 10, 11 illustrate all levels of risk for all the security cloud issues in banking
organizations. However, after computing the impact of cloud security for the security
issues in cloud service models (CSM) and cloud deployment models (CDM)), it indicated
that the highest risk of “Trusted cloud” in °rd party (providers) and policies security in
banking organizations. Furthermore, the highest risk of “Availability and Mobility” in
application and program (software) security and the highest risk of “Data Protection” in
data and information Security. In addition, the highest risk of “Network Security” in
security control and network, the “Quality of Service (Qo0S)” in security and service
management, and the ““The multi-tenancy” in physical infrastructure security. In fact, all
respondents indicated that the levels of risks are medium and large except security issue
no. 6: Lack of transparency. Indeed, we assigned alert level of risk based on 1- < 4 is

Delphi study. Ir@ udy, the samples of 40 panelists were selected from inside and
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small, 4-7 is medium, greater than 7 is large. For example, we ranked the cloud security
issues in °rd Party (Providers) and Policies Security as SI12, SI2, SI1, SI13, Sl4, SI3,
SI110, SI11, S19, S17, SI8, SI5, and SI6.

Table 9. Classification of Critical Cloud Security Issues based on Security
Domains for Cloud Service Models (CSM) in Banking Organizations

Cloud Cloud Service Models (CSM)
Security BPaaS SaaS PaaS laaS
Issues
Models P S I P S | P S I P S I
(CSIM)
Sl 715 | 715 | 715 | 715 | 67| 692 | 62| 7.02|6.59 | 6. \;3)4' 7.55
SI2 79| 82| 804| 68| 79735747 | 7172879 752|773
SI3 73| 682 7.05 | 607 | 655] 630|552 485|517 453 | 47461
Sl4 555 | 512 | 533 | 6.65| 495|573 |587 |, 6.1 (59 7| 57578
SIS 47| 457 | 463 | 43| 432|431 M. 4.5 [\51)| 437 | 457 | 447
S16 47| 417 | 442 | 425| 31 N322"| 3%5 [ 373 ] 29 3| 2.94
SI7 5 5 5| 465 4.8@" 5405320515 | 455 | 42437
SI8 525 | 505 | 5.14 | 502 | 532 %57 | 46N, 907 | 483 [ 467 | 432[ 4.49
S19 567 | 49| 527 597 | Asd| 562|545 | 48497 47| 475|472
S110 558 | 565 | 5.61 | 535 515 | 5.24 Ne.28 5]559[592] 56]576
SI11 39| 47 428| G4V 5] 504|507 512|509 | 48| 565520
SI12 8.05 | 835 | 8198837 | 842,[\e2¥ | 842 | 847 844|855 | 822838
SI13 532 | 5.02 | 8u7J6.05 | s 67 | 542 | 512|527 545 | 58562
| sh4 5.12 5.07’%&9 53 |(56.457| 5.84 | 492 | 4.85 | 4.88 | 6.72 | 5.65 | 6.16
% SI15 6.05 @ 5.5 ~\5.62 543 | 52| 615|565 | 58| 572|576
og = Y ;;@
-% :;5) E SI16 . ‘\ 05 SA 49 | 495|492 5| 552|525| 52| 592|555
3 ~ 8 - g \
= £ 3| SI17 ‘Q‘ )
28D 36 5 R (g 1| 735| 562|642 | 63| 737|681 |675| 657|666
<8 [sis | Ny
a 5254\55 | 537 | 59| 622606592 | 542|566 | 56| 58569
£
SI19 (M| 778 | 760 813 | 7.9 801|803| 843[822[825] 823]823
S SI20 , | ®25| 842] 833 | 855| 87[862|805| 892|847 | 84| 89864
T SI21__No¥ 882 | 757 | 817 | 805 | 872 838|875 | 825 | 849 8| 85|82
g E‘ SI22\) | 777| 772 | 774 | 805 8| 802|817 | 847|832 835 | 867|851
=S 748 | 817 | 7.81| 812 | 845|828 |847 | 772|809 | 757 | 832|794
3P 4 832 | 79| 810| 855 | 83|842|852| 83|841| 88| 792835
o 125 827 | 845 | 836 | 767 | 797 | 782|752 | 7.65| 758|727 | 752|739
3 S126 76| 835| 796 | 79| 782|786 |812| 84 |826|672| 542 |6.04
Sl27 53| 547 | 538 | 7.65| 7.62| 763|755 | 6.15| 681|767 | 7.82|7.74
S128 6.9 | 6.23 | 6.55| 6.58 5|573|583| 7.17 | 646 | 528 | 5.08 | 5.17
g S129 478 | 468 | 472 | 495 | 508|501 | 62| 665 | 642|598 | 6.18 | 6.07
° SI30 74| 627 | 681 | 567 7.6 | 6.56 | 7.62 51623527 | 532|529
‘CE; ‘g SI31 4.92 5| 496 | 525| 495|509 |437| 49463 |437| 48458
O = | SI32 672 | 752 | 711 | 74| 47 |589|515| 485|499 | 58 7 | 6.37
22 [sI133 758 | 77| 763 | 753 | 758 |755| 78| 85|814| 81| 755|782
§ S134 767 | 622 | 691 | 665 | 745 | 703|727 | 735|731 |752| 762|757
& SI35 745 | 738 | 741 | 765 | 7.68 | 766|748 | 7.43 | 745|743 | 745|743
S136 75| 748 | 748 | 695| 7.7 |731|813| 56 |674|773| 758|765
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Cloud Cloud Service Models (CSM)
Security BPaaS SaaS PaaS laaS
Issues
Models P S | P S I P S | P S |
(CSIM)
SI137 7.78 | 753 | 7.65| 7.28 75| 738|763 | 755|758 |635| 7.37 | 6.84
S138 7.55 | 7.22 | 7.38 72| 732| 726|695 | 7.72|732| 7.2 6.9 | 7.04
- SI39 5.52 7.4 | 6.39 48| 7.02| 580 |722| 462|578 |535| 497|515
o ® S| S140 7.8 78| 78| 747 | 7.42| 744|747 | 7.67 | 757 | 7.85 7.8 | 7.82
2.8 UE, Sl41 82| 845 | 832 82| 762|790 |782| 795|788 | 887 | 832|859
TS g
(8] [77) C ®
3 g 825 | 7.92 | 808 | 8.12 8.7 | 840|775 | 812 | 7.93 7.17"\7}3 7.48
Y

v,

S143 717 | 725 | 721 | 805 | 7.95[ 799 | 7.87 | 697 | 740 [ 478 | 7.82] 7.60

g Sl44 6.92 | 7.65| 7.27 | 5.45 7| 6.17 | 7.67 | 7.47 \5\,,3. 7.57 | 6.79

g § 2 Sl45 752 | 777 | 764 | 7.7 | 7.92 | 7.81 [N7. 8.4 |09 81| 7.52 | 7.80

g = 5[ SI46 692 77| 730 777 ] 775 %2 | 7S¢ 359 | 82 8 | 8.09

£a § Sl47 762 | 755 758 | 75| 737\ 7887 7474 7.3{ 758 | 8.05 | 8.05 | 8.05
£ | S48 NY

= Nas | 727 | 772 | 782 | 777

55| 577 | 5.63| 457 ,@ 4.43 4
e N ° &5

~
P= Probability of occurrence S= Sey, Xrisk \@ynpact of security cloud risk = VP * S

Table 10. Classificéati %Criti al%bud Security Issues based on
Security Domains Cloud Dep ent Models (CDM) in Banking

A.AQQ) C’{,@ ations

Cloud Deployment Models (CDM)

CBS

pno|o
Alunwwo)
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Cloud Deployment Models (CDM)

g 0
= o
= 03 o o
o 9 3 S < S o
(@] §cE S S =
5} 3. e g
s <
SI16
485| 52| 502| 49| 455|472|487| 55|517| 6537|567
SI17
7.77 | 645| 7.08| 455 | 487|470 | 46| 45|454| 5522511
SI18
497 | 522| 509 | 572 | 55561597 | 495|543 | 54 5.24
v, 9
S119 8.22 8| 811 | 847 865856787 | 8628247 83]7.25]775
SI20 882 | 827 | 854 812 | 767|789 842, 88| 868|887 88883
S [si21 88| 87| 874 847 872 859/NS. 8.82 ) 872792831
= & SI22 872 | 89| 881 | 7.82| 7.92 | 7.87°N\N/%7 5890 | 805|795 | 7.99
S £ 3 SI23 842 | 857 | 849 842 | 845/ 8M3%}7.85 | 83N 8.09 | 832 [ 847 [ 839
S =
A S & Sl 872 | 7.95] 832 792 81W80l |79 371814792 797091
£ [sI25 762 | 802 | 782 827 | 885 831 7.7 N822[7.95]|782[7.92] 787
SI126 588 | 638 | 6.12 | 595 | =898’ ] 6.93°| €35 | 76| 796|793 | 84816
SI27 792 | 797 ] 794 7. 77 | 7.53 6.47 | 652 | 51555532
S128 653 | 79| 718 ,Gs, 5.3.‘5@ 533 | 7.8 6.44 5633562
o S129 52| 67| 5905%18 | 503) %57 | 515 | 62 |565] 59]535] 561
s SI130 612 | 755 | 680/ 76| 75 [¥54 742 732 (737782635704
j= VI EER 4.52 4.5% 45 [~437" 443 | 46| 502|480 [747] 75] 7.48
S5 SI32 597 | 7.35] 662 76N, #15]737| 72| 657 [ 688 745737741
O = sI33 7.42 ) 7.42 17772778 [ 7.82 | 807 [ 794|752 86804
22 s34 732 N9oY | 7.42, 6| 752]756]705] 74|722] 69]6.97]6.93
5 SI35 7.6! 73] 7 753 | 735 | 743 [ 778 768|772 775 [ 7.88 | 7.81
% S136 Az 5.65 IN. 518 | 553|535 493 | 608|547 [733][753] 742
SI137 & N5% | 68, 633 | 687 | 757 | 721 | 687 | 652 | 669 75| 76| 7.54
SI38 ~8.05 ‘&) 793 | 777 | 747|762 | 73] 777|753 | 787 [7.85] 786
SI39 755085 | 755 | 7.5 | °32 | 672 | 617 | 7.825 | 695 | 7.25 | 7.45 | 734
= y_- 5
B @ Sl40 Y
8 g 78| 772| 75| 732|741|767| 757 | 762|782 | 8|791
2.2 g {
c 2 —
S 5 & sS4l \~r 7.92
Sh g 835 | 7.82 | 808 | 812| 7.87 | 799|802 | 7.85 | 793 | 83| '7_ | 811
2] < P
|
<j$) 715 | 7.8 | 746 | 757 | 7.87 | 7.72 | 537 | 595 | 5.65 | 445 | 4.75 | 4.59
8143 787 | 827 | 807 782 | 78[781| 77| 7.75] 772535545539
g Sl44 762 | 7.95| 778 777 | 49]e617|752] 772 762|762 75] 756
S § 2 SI45 757 | 765 | 761 545| 43[484|475] 767603 76][7.95] 777
g = 5 Sl46 7.97 8| 7.98 8| 77788 77| 762|766|767] 79[ 778
2% 3147 7| 75| 724 737 755|746 552 502|526 75][7.67 758
P & “sia8
= 757 | 7.67| 762 | 757 | 7.5|753|773| 645|706 | 44| 52478

P= Probability of occurrence

152

=P xS

S= Severity of risk

I= Impact of cloud security risk
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Table 11. Classification of Critical Cloud Security Issues based on Domain
Security in Banking Organizations

Cloud Security Total CSM Total CDM Total
Issues Models
(CSIM) P S | P S | P S | R
SI1 682 731 706 | 7.76 | 7.42| 759 | 7.29 | 737 | 7.33
SI2 754 | 7.68| 761 738 ] 7.05| 721 7.46 | 736 | 7.41
SI3 585 | 573 579 | 61| 511 558 597 | 542 | 5.69 |6
Sl4 598 | 546 | 572 | 526 | 6.28| 574 | 562 | 587 | 5745
SI5 447 449 | 448 | 433 ] 444] 438 ] 440 446 | 443]12
SI6 3.76 | 3.38 | 356 | 3.46 | 3.36| 3.41 | 3.61 | 3.37 | 3.49 | I3
SI7 48| 483 | 481 | 496 | 4.95| 495 | 4.88 | 4.89 | .88 | 10
SI8 488 | 494 | 491 | 476 | 478 477 ] 482 A4.%%84 11
SI9 537 | 493 | 515 519 | 5.07 | 513 | 5.28( 5Q0y 5.14 | 9
SI10 577 535 | 555 5.15 | 570 [\542 Uz 549 | 7
SI11 471 511 491 ] 553 [ 53 [ 552 | 5% 532 5228
SI12 835 | 8.29 | 8.32 [ 821 A833"| 8.27, 828 | 8.26 | 827 [N
SI13 556 | 531 5.43 6.?\6793 @Qfgo 6.12 | 6.01 |4
—~ | Sl - f 2
2 551 | 5.50 | 551 Q;ss 6.23 | 6" 587 | 5.86 | 5.87
= HNEE - O ) 3
g A= 5.57 | 5.62 | 45, 5.86 |6.08"| 596 | 571 | 584 | 5.78
S £ 3 |[sle 0 \ 5
e 5.13 |4558)5.24 iﬁ,’ 515 515 | 514 | 525 | 5.20
<8 sz 6.76+,6.39 | 6.57.] 548 | 526 | 537 6.12 | 582 | 597 |1
a SI18 566 | 573 | 520°)5.51 | 519 | 535] 559 | 546 | 552 |4
SI19 %96 | 8.08" 821 | 813[ 817 808 | 8.10| 8.09
5 SI20 o A B31| 873W\252 | 856 | 838 847 | 843 | 856 | 849
& SI21 “N\.\V'840 | 826 | 833 | 874 | 854 864 | 857 | 840 848
g 2 |SsI22 AN | 808821 | 8.15[ 806 | 828 8.17 | 8.07 | 8.25| 8.16
€3 [SI23 Q 7 ] 791[“8.16| 804 ] 825| 846 835 | 808 831 | 8.19
&3 | SI24 &d 8.10 | 832 ] 812 | 8.08] 8.10| 833 [ 809 | 8.21
I SI25 ~NI68| 79 779] 7.85 | 813 7.99 [ 7.77 | 8.01| 7.89
8 SI26 ~A 758 75| 754 [ 702 7.61] 731 [ 730 ] 7.55 | 7.43
SI27 AN | 704 676 ] 6.90] 6.72| 6.94| 6.83 | 6.88 | 6.85| 6.87 |9
o S|28\LVy 6.14 | 5.87 | 6.00 | 569 | 683 6.23| 591 635| 6.13 ]9
5 [S129 % 547 | 5.64 | 556 | 560 | 582 | 571 | 554 | 573 | 5.63 |11
e 649 | 6.07 | 628 ] 724 | 7.18| 721 | 6.86 | 6.62 | 674 |7
= INE 473 ] 491 482 ] 527] 535[ 531 ] 500 513 5.06]10
. 132 6.26 | 6.01| 6.14 | 7.05| 7.11| 7.08| 6.66 | 6.56 | 6.61 | 8
£ ' sI33 775 | 7.83| 7.79| 765] 7.95| 7.80 | 7.70 | 7.89 | 7.79
§ SI34 728 | 706 | 722 721 | 735 728 | 7.25 [ 7.25 | 7.25 [
> | SIs 750 | 7.48 | 7.49 | 7.67 | 7.66 | 7.66 | 7.59 | 7.57 | 7.58
S | SI%6 757 [ 7.09] 732| 621 ] 619 620 6.89 | 664 | 676 | 6 |
g [si7 7.26 | 748 | 737 | 678 | 7.12] 6.95] 7.02| 730 | 7.16
SI38 722 729 725 775 | 7.73 | 7.74| 748 | 751 | 7.49
W EEE 572| 6.0 586 7.03| 7.28| 7.15| 637 | 6.64 | 651
&, 5 | S0 7.65 | 7.67 | 7.66 | 7.66 | 7.67 | 7.66 | 7.65 | 7.67 | 7.66
22§ s 1
238 8.27 | 8.08| 818 | 82| 7.86| 803 | 823 | 7.97 | 8.10
& < [Si42
782 | 813 | 797 | 613 | 659 | 636 | 698 | 7.36 | 7.17
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Cloud Security Total CSM Total CDM Total
Issues Models
(CSIM) P S I P S I P S I

® SI43 7.62| 75| 756 | 7.18 | 7.31| 7.25| 7.40 | 7.40 | 7.40

_3 . | Sl44 6.53 | 742 | 696 | 763 | 7.01| 7.32| 7.08| 7.22 | 7.15

§ S £ | SI45 7.78 | 7.90| 7.84 | 634 | 6.89| 661 | 7.06 | 7.4 | 7.22

2% § S146 7.63| 775 | 769 | 783 | 7.80| 7.82| 7.73| 7.78 | 7.75

o = D | S147 7.66 | 7.66 | 7.66 | 6.85 | 6.93| 6.89 | 7.25| 7.30 | 7.27

- | S48 63| 6.26 | 6.28| 682 | 670 | 6.76 | 6.56 | 6.48 | 6.52

P= Probability of occurrence S= Severity of risk 1= Impact of cloud security risk R=Rank

B Large Risk 3 Medium risk BB mall risk V'

6. Conclusions Yy

The concern of the study is to classify the critical clou securlty i banking
organizations based secondary and primary data. Ind Classifi ssues based
on the cloud security issues model (CSIM), cloud magel ), and cloud
deployment models (CDM). Furthermore, we u oud DelphiAechnique for data
gathering and analysis it in this study. The stud on groups of cloud
IT managers and cloud banking developers. Adle |Ilustrated evel of risk for all the
cloud security issues in banking organiz '%s smaﬁuedlum and large risk. For
example, we indicated that the highest rh@ “Truste d” in %d party (providers)
and policies security issues in bankin |zat| the highest risk of “Availability
and Mobility” in application and m (s securlty, etc. As a future work, we
intend to use the security j%o for mitig g issues using artificial intelligence

techniques. However, successfu Iassﬁwqtb%and identification of critical cloud security

issues will greatly mprove@i probal

oud banking success rate.
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