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Abstract

The main thrust of this study is identifying most influential determinants that are related
to managerial decision for adapting E-HRM based cloud computing system for healthcare
organization. The aim of the study is to develop E-HRM adoption model based cloud
computing for healthcare organizations. The model E-HRM based cloud computing
system includes cloud healthcare applications, cloud services, cloud deployment, controls
and solutions, and E-HRM. The proposed a conceptual model is an iterative approach
and method that can help identify critical factors leading to adopt EHRM and cloud
system, and control factors for mitigating EHRM and cloud system issues. There are four
stages for EHRM issues based cloud computing such as electronic Human Resource
Management activities, the level awareness of EHRM and cloud computing system, IT
and cloud computing infrastructure, and management support system and quality for
HRM. Futher, the EHRM issues related to control andsolutions methods such as
technological, organizational, legal, and environmental dimension. Finally, Cloud
computing areincreasingly influencingelectronic human resource management (EHRM)
practices for healthcare organizations.

Keywords: Cloud Computing System, Electronic Human Resource
Management ,Healthcare Organization, Controlsand Soluions

1 Introduction

The presentation of HRM is certainly associated with organizational success in the
present knowledge economy (Masum, Azad and Beh, 2015). Traditional HRM has
recently been raised on strategic organizational management by contributing significantly
to the strategic analysis of workforce and the sharing of information to achieve
organization's goals (Lawler and Mohrman, 2003). This change is temperately credited to
the technologies of human resources such as HR, E-HRM, HRIS, and so on. Some
researchers have claimed that HRM, virtual HRM, Web-based HRM and HRIS were
coined interchangeably in Intranet-based HRM. E-HRM is usually definite as an unified
system of information. that includes some applications of HR source and request forecast,
HR planning, recruitment info from different departments (Masum, Azad and Beh, 2015).
Because EHRM is quickly accessible to information, it can improve decisionmaking strat
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egy and is thus a strategic partner in the hospitals Improving service quality (Rodriguez
and Ventura, 2003).There are currently a number of diseases which have not been
considered to be permanent. The expansion of evidence and announcement tools (ICTs)
facilitates support for HR's growing strategic focus. The technology has greatly
influenced the wisdom management and human resources processes and practices of
contemporary organizations (Ghosh and Tripathi, 2018) . Some features have an influence
on the acceptance of E-HRM based cloud computing. Preceding readings show that
research into influential eHRM determinants, particularly in developing economies such
as Iraqg, is limited. Consequently, in Iraq, the execution and practice of E-HRM can be
well-thought-out as an revolution stage. As well, he reported that E-HRM was
familiarized at large organizations in the last 5 years (Jahan, 2014). But, still now, its
action is incomplete and limited within larger organizations.

In general, cloud computing scenarios are needed for organizations to meet their
computing services' needs (Rastogi, 2010). Thus it should naturally be reflected in the
way government functions, its relations with citizens, ministries, institutions and
businesses, in terms of government organizations and cooperation with other governments
(Rastogi, 2010). Currently, there are a number of diseases that have been deemed to have
no permanent form of treatment. The support for HR’s growing strategicfocus is
facilitated through the advancement of information and communication technologies
(ICT)(Yaacob et al., 2018). Technology has had tremendous impact on contemporary
organizations’ knowledge management and human resource processes and
practices(Yaacob et al., 2017; Ghosh and Tripathi, 2018).There are some determinants
that influence the adoption of E-HRM. Previous studies show that research work that
focuses the influential determinants to adopt e-HRM is limited, especially in developing
economy as like Irag. So, in lIraq, the implementation and usage of E-HRM can be
considered as an innovation stage. Additionally, he reported that E-HRM was initiated at
large organizations in last 5 years(Jahan, 2014). But, still now, its operation is partial and
limited within the large organizations. Realization of the benefits from E-HRM by public
organizations and small organizations are failed and initiatives to implement E-HRM
based cloud computing system.The foremost obstacle for implementing E-HRM is the
shortage of management attention and fear of high cost, lack of experience, and lack of
training on E-HRM(Jahan, 2014). But the advantages of the E-HRM are more than the
limitations. Though, E-HRM implementation is really a challenging task in Irag. Today,
organizations around the world are realizing the significance and effectiveness of cloud
computing to enhance their data management, processing power and storage
capabilities(Doheir et al., 2018). Healthcare management would have failed if mobile
cloud computing technologies did not emerge(Doheir et al., 2017; Yaacob, Basari and
Salahuddin, 2018). The main thrust of this study is identifying most influential
determinants that are related to managerial decision for adapting E-HRM based cloud
computing system for healthcare organization. The objective of this paper is to develop
E-HRM adoption model based cloud computing for for healthcare organizations. Cloud
computing is the current shift in the way of accessing distributed applications, platforms,
and infrastructures globally through the internet. It gives e-HRM the capabilities to
develop reusable systems and processes that can attract, develop, maintain, and retain
high-performing talent. This cutting- edge technology has large implications on
organizational sustainability and success in a globally competitive market(Ghosh and
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Tripathi, 2018).However, software development projects still fail to deliver acceptable
systems on time andwithin budget. Due to the involvement of risk management in
monitoring the success of a software project, analyzing potential risks, and making
decisions about what to do with potential risks, the risk management is considered the
planned control of risk. Integrating formal risk management with project management is a
new phenomenon in software engineering and product management community(Elzamly
et al. 2016; A. Elzamly & Hussin 2015). In addition, risk is an uncertainty that can have a
negative or positive effect on meeting project objectives(Elzamly and Hussin, 2011,
2013).Cloud computing is a very powerful concept that can be used to enhance the
nextgeneration data center and allow service provider to use data center capability
provided by cloud and develop the application based on user requirement (Vijayashree et
al., 2016).

2 The new conceptual model for E-HRMbased cloud computing system

The new model for optimizing the allocation of human resources with the
constraint of predefined sequence is presented, which is under the restrictions of human
resources and faces the different capabilities of men on different items (Huang et al.,
2010). Electronic cooperation value model would be useful to both research and practice
since the model explains how and why 10S resources contribute to electronic cooperation,
which in turn, leads to competitive advantage (Kwak and Ramamurthy, 2011). Although
much research and progress in the area of the cloud computing project, manycloud
computing projects have a very high failure rate especially when it comes to the banking
area (Elzamly, Hussin & ASH 2016; Elzamly et al. 2017; Elzamly, Hussin, Naser, et al.
2016). Further,material capital and human resources are the main factors for modern
economic growth as well as technology progress, especially with human society entering
into knowledge economy times, cost and quantity of human resources which become
medium of knowledge and technology along with intellectuality are made up of the main
parts of national competitive power and enterprise core ability as well as wealthy degree
of human resources (Ying-hui, 2007). However, the best practices for EHRM in cloud
computing: Manager development, training and knowledge building, staff empowerment,
staff recognition, and cost management (Sagum, 2015). Furthermore, human resources
functions in cloud computing system are critical in creating effective and efficient
organizations (Ghazzawi, Al-khoury and Saman, 2014). However, they have examined
research done on executive information systems (EIS) and have developed models of the
factors which lead to HR electronic use and success. The following paper gives a brief
overview about possibilities of IT usage in HR field for measuring and tracking human
capital and using the HR information system (Ghazzawi, Al-khoury and Saman, 2014).
Generally, there are four necessary requirements to be considered in the E-HRM,; first the
units of human resources are asked to focus on the strategic questions; second these units
need to be flexible in policy making and practical actions (Nivlouei, 2014).However, we
will explain thenew model for EHRM baesd cloud computing syytem for managing
Healthcare organizations in Figurel.
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Figure 1Design the new model for EHRM baesdcloud computing system for managing
Healthcare organizations

In this model, we will determine the critical EHRM based cloud computing
system for healthcare organizations in all components of healthcaresystem. After then we
will idenitifymitigating methodsto  reducecriticalEHRM  issues in healthcare
organizations. All critical EHRM issues in cloud computing will classify based EHRM
management model that includes electronic human resource management activities, the
level awareness of EHRM and cloud computing, IT and cloud computing Infrastructure,
and management support system and quality for HRM. However, we need to choose the
solutions tomanage the EHRM issues using quantitative techniques. Then a model, which
has integration components of a cloud system and EHRM for managing healthcare
organization, follows the next steps:
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Stepl: Initialization of the model identifiesthe critical EHRM issues for healthcare
organizations.

We identified the EHRM issues based cloud computing system according to the
previous studies in this the step. After then, we can classify them into five categories for
theelectronic human resource management activities, the level awareness of EHRM and
cloud computing, IT and cloud computing Infrastructure, and management support system
and quality for HRMas can be seen in the Figure 1. However, classifying the EHRM
issues based cloud computing system that may slow down the adoption to help the IT
and HR managers.

Step2:Classifying the critical EHRM issues for healthcare organization based on cloud
computing system (electronic human resource management activities, the level awareness
of EHRM and cloud computing, IT and cloud computing Infrastructure, and management
support system and quality for HRM).

Step3:ldentifying and classifying the solutions and control methods that help IT and HR
managers to reduceEHRM issues.

Controlling EHRM issuesare the most important aspects ofEHRM model.

Furthermore, the effectiveness of cloud computing can be achieved when EHRM issues
are assessed and controlled effectively.All theseEHRM issuesneed to be controlled for
creating an effective EHRM based cloud computing system model.Indeed, these are
EHRM issues related to control methods such as technologicaldimension,
organizationaldimension,environmentaldimension, and legal dimension. Generally, all
control methods will play a critical role in controlling effective, andsecure cloud
computing system. For EHRM system, the step is highly important in order to control and
mitigating by using quantitative methods.
Step 4:Finally,using the techniques and methods for mitigating the critical EHRM issues
in healthcare organizations byquantitative techniques.Quantitative techniquesare based on
statistical methods that deal with accuratemeasurement about risk or lead to quantitative
inputs that help to form a regression model to understand how software project risk
factors influence project success(Abdelrafe Elzamly and Hussin, 2015).

3 Cloud Computing

In academic and industry organizations, cloud computing technology plays an
important part. In the distributed, freely linked environments and in the combined
services, which include more services, the business process is composed and
implemented, and therefore the cloud of services is linked by varying design and
approaches. There are many functionally similar cloud services available, since they
include an on-demand service, cloud service quality factors and the needs of SLAs
(Sasikaladevi, 2016). This is a key human resources function in order to find the right
people at the right time for the right job. Recruiting in the cloud enables organizations to
locally and globally produce, evaluate and recruit the best available talent (Ghosh and
Tripathi, 2018). Currently, cloud governance consists of processes and methods to reduce
cloud problems (Holzmann and Spiegler, 2010). Cloud computing plays an important role
in the Internet that is available for business, education and individual users. In comparison
with other educational institutions, most companies prefer to choose this (Singh, 2017).

Cloud computing and processing organizations can utilize profitable wireless
scanning, detection, recovery, discovery, and commercial wireless intrusion detection
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systems for profitable determinations (Jakimoski, 2016). Mobile cloud computing is now
a business model that calculates tasks distributed across the cloud pool of resources across
a wide range of computers to enable cloud users to access computing power, data storage
space and cloud information services on demand (Li, 2016).However, cloud computing
offers businesses and individuals a convenient, efficient and cost-effective cloud of
service. Clients can connect to cloud users in cloud computing and data storage via certain
protocols and servers under mature conditions by translating the mouse and the keyboard
into the cloud server by thin clients, and then the server gives the results(lsaac, Rowland
and Victoria, 2018). It's also very adaptive and has several control provisions. The cloud
can operate in autonomous models. The enabling environment for smooth cloud
operations can be provided by self-service and service level agreements (SLA) (lsaac,
Rowland and Victoria, 2018). Further, knowledge being shared and held at centralized
place, makes it easy for malicious insiders to access, delete and alter the sensitive
information hence leading to data confidentiality attacks (Kaur and Zandu, 2016).
Further, Cloud computing can be presented to a customer as a model for hosting and
providing services (software, hardware, platforms) over the Internet (Al-shargabi and
Sabri, 2016). However, information technology infrastructure carries on to grow with
evolving technology and as a consequence a new business model has emerged known as
“CloudComputing” (Irfan et al., 2015). Furthermore, knowledge shared and held centrally
facilitates access, deletion and alteration of sensitive information, resulting in attacks on
the confidentiality of information by malicious prisoners (Al-shargabi and Sabri, 2016).
Cloud computing can also be presented through the internet as a model for hosting and
service delivery to a client (software, hardware, platforms). However, IT infrastructure is
expanding and a new business model called "Cloud Computing™ is emerging.(Irfan et al.,
2015).Moreover, cloud-based computing technology provides all the advantages of its
upward technology and is an excellent solution in the growing cloud of services (Ahamed
and lyengar, 2016). But, as a result of distributed calculation, parallel computing, and grid
computing, cloud computing is not the same as that, but is characterized by a commercial
model of demand-based and demand payment (Chen, 2016).
According to previous studies, EHRM based cloud computing modelling for
healthcare is divided into four phases, including cloud healthcare and mobility application
s, cloud service models, cloud deployment models, and EHRM based cloud
computing.According to previous studies, we divide the modelling electronic human
resource management (E-HRM) based cloud computing system for healthcare
organizations cloud computing healthcare to four phases as cloud healthcare
applications, cloud services, cloud computing deployment, control methods and E-
HRM issues based cloud computing system.

3.1 Cloud Healthcare Applications

Overall healthcare cloud-enabled services are becoming a general trend in the
development of the future healthcare IT infrastructure. This is driven by an abundance of
wearable and care pointing devices, which include sensing, wireless connectivity or
Internet (Bao et al., 2015). In addition, the next logical step in adopting cloud based
systems is cloud computing (Samad, Loke and Reed, 2013).In the mobile platforms that
use mobile devices with wireless Internet infrastructure to utilize services and applications
(Alzahrani, Alalwan and Sarrab, 2014). Furthermore, the cloud computing system is
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growing quickly, but the safety of this cloud system concerns the majority of people
(Islam, 2015). Cloud users can use anywhere in the world on request, access applications
and data from a "cloud.” Cloud users are assured that services are accessible from
anywhere and are always available. Computing services must be very reliable, scalable
and autonomous in order to achieve this level of service delivery to support dynamic
access, dynamic discovery and composability(Ghosh and Tripathi, 2018). Cloud
computing, however, has offered clinics, hospitals, pharmacies and other healthcare
companies opportunities to agree to collaborate with each other and share information on
healthcare to improve quality and reduce costs (Ahuja, Mani and Zambrano, 2012). Cloud
technology's latest technological advances provide the benefits desirable for most
companies. The technology is part of this(Ghosh and Tripathi, 2018):
+ variable pricing (different prices at different times to use cloud services based on
the available demand of that service);
++ auto-scaling (dynamic determination and expansion of the service capacity to
handle the incoming data load); and
¢+ Monitoring dashboards (maps and graphs for monitoring the performance of
systems).

Cloud computing today expands the existing cloud paradigm facility to various
mobile applications in portable user devices (Sabyasachi, De and De, 2014). Security
exposure for APIs therefore calls for best security management and threat protection
practices and techniques including encryption and cloud virtualization (Di Stefano,
Morana and Zito, 2015). The application of cloud computing offers a broad perspective.
The rapid application development based on key cloud computing technology, however.
The most important cloud technology is, for example, resource management, including
unified heterogeneous resource management, security management, reasonable resource
scheduling and allocation (Chu, 2016). Since health care depends so much on the
technology, there is an urgent need to improve the performance and the reliability of IT
systems as accurate and up-to-date information—especially in such a complex area as
medical care—is essential to continual quality improvement. While cost reduction and IT
improvements are an obvious priority, many healthcare organizations have aging and
lacking integration information systems which hamper rather than increase capacity and
efficiency (ClearDATA, 2014). Mobile cloud computing, last but not least, is the use of
Internet cloud services and mobile software applications (Sarrab and Bourdoucen, 2015).

3.2 Cloud Services

Cloud services can usually be referred to as cloud services over the Internet as
cloud resources, such as infrastructure, platforms and applications (Enterprise Risk
Management, 2009). In contrast, cloud computing delivers improved compatibility,
scalability and on-demand network access to a wide range of computing sources including
servers, cloud network components, operating systems, software applications, cloud and
cloud services shares and pooling resources. (Jassas, Qasem and Mahmoud, 2015).Cloud
computing is a service example which provides CSP users with infrastructure and
provides self-service. There are mainly 3 types for cloud services: theSoftware as Service
(SaaS), the Platform as Service(PaaS) and the Customer Infrastructureas Service (laaS)
(Isaac, Rowland and Victoria, 2018). The common development of distributed computing,
parallel computing and grid computing is the comprehensive development of cloud

16



International Journal of Advanced Science and Technology
Vol. 28, No. 8, (2019)

computing. Appliances for conceptual mixing Cloud computing, cloud virtualization data,
laaS, SaaS, PaaS are the result of this cloud computing (Fu, 2016). Cloud computing
refers in a cloud data center to the software application and infrastructure provided by the
network (Fu, 2016). However, the rapid development of cloud technology software leads
to the deployment and further deployment to the network pool of cloud services. Cloud
computing is a technique that offers many cloud virtual network Servers to the users to
store their data in the cloud by Cloud Service Providers (CSP) (Saranya et al.,
2016).Currently, users are supplied with cloud applications both as a service software
(SaaS) and as a service platform (PaaS). However, the cloud provides reliable data center
services based on next-generation virtual computers and storage technologies (Ghosh and
Tripathi, 2018). Cloud service providers (CSPs) offer services in three categories, such as
Software as a Service (SaaS), Platform as a Service (PaaS) and laaS (Naji, Wu and Gao,
2016).This service cloud can therefore be presented as a service without installing and
running an app on your cloud consumer's computer. SaaS services customers who
generally use the Internet and mobile applications as cloud users or software
administrators or cloud developers can use this software.

Platform as a Service (PaaS) is a type of service that offers a platform for
organizations requiring an application to be developed as a service. Cloud Computer
Source Call Request is specifically (Li and Cui, 2016), in form of cloud-based service
computing resources (laaS infrastructure services, PaaS and SaaS platform services
applications and services). The user can place data and application hosts on cloud
computing in cloud computing mode, and the transparency of cloud services can make
users lose control over data, as the credibility of cloud service providers is not easy to
assess, making the security issue the primary concern of users in a cloud computing
environment such as data security and network security (Lu, 2016). Finally, as shown in
Figure 2, cloud services models include Cloud software (CSaaS), Cloud platform as a
service (CPaaS) and Cloud infrastructure as a service (ClaaS). ) as can be seen in the
Figure 2.

Cloud Software as a Service
(CSaaS)

¥

Cloud Platform as a Service
(CPaaS)

!

Cloud Infrastructure as a
Service (ClaaS)

Figure 2Cloud Computing Services

3.2.1 Cloud Software as a Service (CSaaS)
Saa$ therefore provides some applications that can be used and paid for by use on
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the Internet (Sarddar, Sen and Sanyal, 2016).Furthermore, packaged, open source
software and custom application software can encompass software applications, including
SaaS-based software solutions (Hanover, 2014). Cloud consumers can access various
software hosted by different customers (e.g. web browser, PDA, etc.) in a remote
environment over networks.Cloud consumers do not have control over the cloud
infrastructure, but multiple customer-shared applications are organized in a single logical
environment in the SaaS cloud. Some examples of SaaS are SalesForce.com, Google Mail
and Google Docs (Ghosh and Tripathi, 2018). Cloud HRM software (e.g., the Success and
Reward Factor) provides managers and senior managers with a comprehensive overview
of all performance objectives. The managers can also see if objectives match business
priorities ((Ghosh and Tripathi, 2018). In actual fact, the business models that use
software as a service (SaaS) can allow cloud users to access software and databases
applications (Parode, Ghadage and Ghorpade, 2014).

3.2.2 Cloud Platform as a Service (CPaaS)

PaaS offers a development infrastructure that encompasses programming
environment, tools, setup management, etc. Whereas SaaS offers a hosting environment
for consumers, PaaS is an environment for development. GoogleAppEngine is an example
of PaaS (Ghosh and Tripathi, 2018). By using the whole life cycle for software
applications, PaaS provides a platform to develop and deploy software
applications.Security management, virtualization monitoring are the responsibility of the
cloud provider. In addition, the Provider provides runtime, middleware, OS, network
control, data storage, servers and virtualization. Developers are taking advantage of PaaS
(Al-anzi, Yadav and Soni, 2014).Cloud users can develop a custom cloud service on their
own through this layer of services.In addition, as a service template, Platform can provide
advanced cloud environment for applications developing mainly web-based software and
cloud-based services via the cloud provider's platforms. The Provider of the Cloud
Services develops software development toolkits and policies (Rajaei and Wappelhorst,
2011). In addition, PaaS is in its third level, with a SaaS deviation, offering a cloud of
service development environment (Rajaei and Wappelhorst, 2011).

3.2.3 Cloud Infrastructure as a Service (ClaaS)

As a service model, Cloud Infrastructure affords consumers with access to
administrative and mobile tools, data storage, operating systems and network servers on
Web-based basis (Khrisna and Harlili, 2014). The HR service involves high levels of
computer skills to advance the efficiency (cost and time / speed) and effectiveness (better
quality) of employee-related processes in line with other management fields such as
customer relationship management (CRM). To make this easier for organizations, HR
managers need to advance a computer structure that combines computing, services and
application components as a shared ready-to-use service and helps them better analyze
and modify HR systems and processes (Ghosh and Tripathi, 2018). Organizations using
laaS as a service for raw cloud computing, bandwidth, and on-demand storage services
(infrastructure as a service). (Grindle, Kavathekar and Wan, 2013).In addition to using the
cloud software application, cloud customers can use the IT infrastructures provided in the
laaS cloud (processing, storage, networks and other basic IC resources) directly.
Hardware virtualization is done on this layer to provide consumers with infinite
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computing capabilities. Virtualization's fundamental strategy is to create autonomous
virtual machines (VMs), independent of hardware and other VMs. This feature helps a
cloud-enabled organization for disaster recovery to organize the running memory image
of a server to an alternative VM when hardware failure occurs. Amazon is an laaS
exampleEC2 (Ghosh and Tripathi, 2018). In fact, infrastructure is characteristic as a
service (Al-anzi, Yadav and Soni, 2014): Service utility computing, automation of
administrative tasks, dynamic scaling, control of virtualization and the Internet web.
However, as a standard network service cloud, Cloud laaS layer can provide the upper
layer with cloud computing resources available to customers with functions and data
storage. As the backbone layer of the cloud computing services structure. (Lele and
Lihua, 2016).

3.3 Cloud Deployment

Cloud computing is a speedily growing technology in the present age that has been
extensively used by specific and academic users in all fields, especially public clouds. The
cost of performance is well balanced compared to private hardware and software
platforms and is growing quickly in the business environment (Singh, 2017). In addition,
cloud computing has dissimilar deployment models. The choice to go for a specific
environment depends on the size, scope of accessibility, financial capacity, and ownership
of the organization. Deployment models (private, community, public and hybrid) that
deliver direction for cloud services (Singh, 2017). The cloud model contains the public
cloud, private cloud and hybrid cloud.The deployment models (private, public and hybrid)
that provide direction to deliver cloud services as can be seen in the Figure 3.

Public Cloud

Cloud Deployment
Models

Private
Cloud

Figure 3Cloud Computing Deployment Models

3.3.1 Public Cloud

This is where numerous consumers are accessed over the Internet through a cloud
service provider, web applications or web services, such as storage and application
(Carroll, Merwe and Kotzé, 2011). This cloud infrastructure allows everyone to access the
public. Adopting public cloud environments has many problems because everyone uses

19



International Journal of Advanced Science and Technology
Vol. 28, No. 8, (2019)

them, and the public cloud infrastructure has more safety problems (Sushmitha, Reddy
and Reddy, 2015) Malware, access control and virtual networks in the cloud as a multi-
tenancy. Public cloud (where the computer infrastructure is held by the cloud
vendor)(Jakimoski, 2016). This is the most widely used model for cloud deployment. The
cloud service provider owns and provides the general public with full possession of the
cloud data centers. Consumers pay for their use in accordance with the cloud provider's
charging policy. Most organizations favor the model of use as it is cost-effective. In this
case, organizations do not have to provision operating costs in order to maintain data
centers and licensing software. Public cloud services such as Amazon EC2, S3, Google
App-Engine and salesforce.com have been extensively available (Ghosh and Tripathi,
2018).

3.3.2 Private Cloud

Services are retrieved via the private cloud via the private network(Shah and
Shah, 2016). A private cloud can afford cloud services to a company via an intranet that
is usually helded by the organization (Cayirci, 2013). Private cloud is expensive as the
organization upholds processing and bandwidth costs, while private cloud is safer with
data and system (Saranya et al., 2016). This cloud infrastructure is possessed exclusively
by one organization and the cloud data center, whether located in-house or off-site, is run
by the organization or a third party. Multi-system organizations often create a private
cloud to enhance internal processing capabilities. Organizations operating on a private
cloud often require privacy and security to have full control over their critical tasks(Ghosh
and Tripathi, 2018).

3.3.3 Hybrid cloud

A mixture of other models of use (public, private or community) means hybrid
cloud. On the other hand, the cloud infrastructure is a combination of two or more clouds
connected by a standardized, proprietary data and application portability technology.
Organization, while controlling core activities on premises through a private cloud, can
transfer their non-core competencies to a public cloud. Public club services or private
cloud services, for example, can be provided as SaaS components. Interoperability and
security concerns about accessing the private and public cloud of an organization can be
alleviated through the use of Virtual Private Cloud (VPC), which encapsulates the
existing IT services of the organization and the public cloud services.Electronic Cloud
Computing Stages of Human Resource (EHRM).

4 Electronic Human resource management (EHRM)

The organization's HRM practices and the various challenges / problems in each
function were discussed(Sagum, 2015). Electronic HR Management (E-HRM) has been
used in most large companies and institutions in recent years and is one of the leading
human resource management organizational systems (HRM) whose applications are
considered very efficient and cost-effective. Undoubtedly one of the fundamental features
and components of a globalization capacity paradigm, the implementation and
development of E-HRM systems plays an important role in companies and states
today(Nivlouei, 2014). Technological development and electronic equipment dominate
the world of phenomena, and various sciences such as management help make employees
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more delicate today than employees in the past. New technologies have been created and
the organizational structure has been changed for a new generation of employees.
Changes are being organized to lose huge capital resources due to the absence of today's
www organization. Today, organizations or firms officially wider face many challenges
such as globalization, the value chain for competitiveness, and technological
transformations. The new E-HRM concept has entered the human resources field to
advance the web-based technology (Nivlouei, 2014). More than that, while running the
project, you have to deal with excellent interpersonal skills. It includes human resources
planning: roles and responsibilities; project organization; personnel management;
performance assessment; and overall project team management; development of human
resources plans; acquisition of project teams (Arafeh and Mufid, 2015).

Designing an information management system for human resources based on its own
management, reaction, cooperation, development and communication characteristics (Li,
2013). The human resource management information system can communicate and
research through objective, actively modify the environment and perform the human
resource management mission(Li, 2013). However, preparing and selecting an adequate
candidate from a trained human source for a specific position is a composite, multicriteria
mission (Zavyalov et al., 2018). This feature is not underlined by current threat
management models and it leads to high failures in software development management
(Khatavakhotan and Siew, 2015). Cloud computers expect service providers not only to
take the necessary measures to protect the interests of financial institutions, but also an
internal mechanism to minimalize introductions and specific loss recovery processes
(Adjei, 2014). The EHRM consists of four stages such as electronic human resource
management, awareness of EHRM and cloud computing system, IT and cloud
infrastructure, and support for management system and HRM quality. There are four
stages as well.lt is a powerful, trustworthy and easy tool, accessible to a wide range of
users. e-HRM is a way to implement HR strategy, policies and practices in organizations
by intentionally supporting and/or using web-based channels fully and directly. It
concealments all aspects of management of human resources, such as personal
management, training, career development, business organization, job descriptions,
recruitments, employee personal pages and annual employee interviews (Swaroop,
2012).1t highlighted the effect of socio-cultural factors on the adoption of e-HRM
technologies and differentiated e-HRM technologies between different levels. These
technologies were classified in front and back end systems. The front end or e-HRM is
usually web-based and mainly responsible for connecting different actors. This includes
human resource portals, self-service systems and interactive voices, and is considered a
core e-HRM category. Front-end systems require support from back-end systems such as
HR data warehouses or ERP modules for data retrieval, processing and retrieval (Human
Resource Information System). They have discovered that the amount expended on
training and company performance can be used to expand their back-end HRM when
adopting front-end systems (e-HRM) just in the collection of states with subordinate
Internet distribution and economic robustness can the priority high-level organizations,
they investigated, to apportion resources to support e-HRM policies. Depending on the
cluster in which they operate, they chose to make a difference in how companies decide to
adopt HRM-systems. In categorizing the levels of HRM adoption systems, the various
national variables such as culture, economic and technological conditions have
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demonstrated their importance. This deduction is true in view of the educational scenario
discussed. Culture and technology and training acceptance are important factors that will
help the user of technology achieve the necessary results.It concerns all kinds of HR
practices that can be supported by IT, either administrative or transformative; it also
concerns any type of IT that can support HRM, Internet, intranet, or complicated ERP
systems. It is expected that researchers will explain the match between a type of IT and
HR practices (Bondarouk and Ruél, 2009). This is true because of the discussed
educational scenario. Culture, acceptance of technology and training will be considered
important factors for the user of the technology and will then yield the results the
organization needs. It applies to all types of HR practices that can be administered or
transformed by IT; it also applies to any type of IT that supports HRM, internet, intranet
or complicated ERP systems. It is expected that researchers will clarify the match
between IT and HR (Bondarouk and Ruél, 2009).

This study found that the level of implementation of e-HRM practices is moderate
for participating companies. The main internal drivers for e-HRM practice are: perceived
benefits from e-HRM applications; perceived barriers to e-HRM use; organizational
readiness and engagement; organizational resources; demographic characteristics; HRM's
structural IT characteristics; and organizational culture (Sagum 2015).The later
phenomenon called e-HRM. The HRIS system, virtual HR(M), web-based HRM,
intranet-based HRM was used interchangeably to coin e-HRM (Bondarouk and Ruél,
2009).E-HRM provides HR with the opportunity to develop new methods of enlightening
organization (Mohd Yusoff et al., 2010). E-HRM mainly transfers HRM functions to
employees and managers. It is widely available; it can be a simple web-based system at
the bottom of the page for accessing HR documents. At the highest level, e-HRM is an
organizationally fully integrated electronic network of HRM-related data, information,
services, databases, tools, applications and transactions that is generally accessible at any
point to employees and managers. All EHRM problems and solutions resulting from
cloud services and cloud deployment. At the head of eHRM is a fully integrated,
integrated, association-wide electronic system of HRM-related information, data,
administrations, databases, tools, applications and exchanges, open most of the time by
HRM experts, chiefs and representatives. As a result, IS is increasingly influencing
human resource management (HRM) practices in organizations. The rapid development
of the Internet and IT has enhanced the electronic management of resources over the past
decade (Winarto, 2018). The proposed a conceptual model is an iterative approach and
method that can help identify critical factors leading to adopt EHRM and cloud system,
and control factors for mitigating EHRM and cloud system issues. There are four stages
for EHRM such as electronic Human Resource Management activities, the level
awareness of EHRM and cloud computing system, IT and cloud computing infrastructure,
and management support system and quality for HRM can as shown in Figure 4.
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Figure 4Electronic Human Resource Management Model

All EHRM issues and solutions derived from cloud services and cloud deployment and
cloud healthcare. At the top of the line eHRM is a completely incorporated, association
wide electronic system of HRM related information, data, administrations, databases,
instruments, applications, and exchanges that are for the most part open whenever by the
representatives, chiefs, and HRM experts. Therefore, information systems (IS)
areincreasingly influencing human resource management (HRM) practices in
organizations. The rapid development of the Internet and information technology during
the last decade has enhanced the adoption of electronic Human Resource Management
(Winarto, 2018).

5 Control methods for Mitigating EHRM based Cloud System Issues

There are some responsibilities for the organizations like (Al-anzi, Yadav and Soni,
2014): Flexibility Access issue of cloud providers, protect sensitive data in the cloud
computing, understandlegaly and standards issues, software development life cycle
management, portability and interoperability, and cloud platform reliability and latency.
Furthermore, policy is  foundational issues related to the legal definitions and
organizational charters to help establish the roles, missions, responsibilities, and
authorities of major actors in the cloud computing organization(NSTAC, 2012).
Although some controls and policies are devised for each element of EHRM based cloud
computing, we need a framework EHRM based cloud system with overalicloud
guantitative risk management model. Therefore, framework EHRM based cloud
computing was proposed for determining cloud-issues in platforms model. Hence, the
guantitative and intelligent methods, and incremental approach will help cloud users and
cloud service provider to manage cloud issues(Sendi and Cheriet, 2014).Additionally, it
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is necessary to control the issues of the cloud computing environments used as part of an
organization’s information system in order to reduce any negative influence on the
organization’s mission (Kai et al., 2012). In developing system solutions to EHRM
based cloud computing system, it may be helpful to identify and analysis the risks and
approaches in terms of loss of control, lack of trust, Multi-tenancy issues, etc. (Yadav and
Doke, 2016). Therefore, the centralized controls and solutions for cloud is proposed and
the scenarios of this system and methods after that constructed(Nyamajeje and Yu, 2016).
Although much research and progress in the area of the cloud computing project, many
cloud computing projects have a very high failure rate, especially when it comes to the
banking area (Elzamly, Hussin & ASH 2016; Elzamly et al. 2017; Elzamly, Hussin,
Naser, et al. 2016). Controlling issues make further decisions on risk assessment and
keeps the risk and systems states in check (Kiran et al., 2011).

Cloud computing is based on a service-oriented distributed architecture, and
cloud-based systems and services must be owned and authorized. Cloud-centric
management and a revised current policy and procedure should be redefined to support
existing control models (Ghosh and Tripathi, 2018). While some control methods and
policies are being developed for each cloud computing element, a framework with a
guantitative hazard management model is needed for the entire cloud. Therefore, a cloud
risk assessment framework was proposed for the purposes of determining cloud issues in
the platform model. Cloud computing's nature of risks is used to manipulate solutions that
can mitigate problems. It is very important that control methods alleviate and avoid cloud
problems (Al-Musawi, Al-Badi and Ali, 2015). Due to technical differences between
major service providers, there is a compatibility issue based on the VM of several cloud
platforms in a suitable format (Weixiang and Lin, 2016). Cloud computing is based on a
service-oriented distributed architecture, and cloud-based systems and services must be
owned and authorized. Cloud-centric management and a revised current policy and
procedure should be redefined to support existing control models (Ghosh and Tripathi,
2018). While some control methods and policies are being developed for each cloud
computing element, a framework with a quantitative hazard management model is needed
for the entire cloud. Therefore, a cloud risk assessment framework was proposed for the
purposes of determining cloud issues in the platform model. In addition, a set can be
developed for perfect cloud monitoring to optimize resource allocation and timely
detection and resolution of faults (Wang, 2016). A team must work together to solve the
problems in the cloud and promote the cloud computing development system to solve
EHRM problems (Wang, 2016). Cloud computing's nature of risks is used to manipulate
solutions that can mitigate problems. It is very important that control methods alleviate
and avoid cloud problems (Al-Musawi, Al-Badi and Ali, 2015). Finally, we have
classified control methods into groups based on technology, organization, environment,
and law. In this section, you need to highlight controls and solutions in health
organizations to mitigate EHRM problems:Technological Dimension, organizational
Dimension, environmental Dimension, and legal Dimension.

6 Conclusions

This model includes the five stages as cloud healthcare application,cloud
services,cloud computing deployment,controls & solutions, and the electronic human
resource management issues.The main thrust of this study is identifying most influential
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determinants that are related to managerial decision for adapting E-HRM based cloud
computing system for healthcare organization. The aim of the study isto develop E-HRM
adoption model based cloud computing for healthcare organizations.In the future work,
we will idenfiy critical factors to adopt EHRM based cloud computing and controlling
issues  for mitigating electronic human resource management by using Bayesian
regressionand integellent techniques.
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