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Abstract 

Cloud computing offers a lot of benefits, but today, cloud computing is suffering from 

safety hazards. Security is the client's most significant problem these days.  This aim  of 

this study  is to propose adoption of cloud computing model  for managing e-banking 

system. There are 4 stages for success  adoption of cloud computing model  for managing 

e-banking system.  The  cloud service models  include Cloud Banking as a Service,  cloud 

software as a service, cloud platform as a service,  cloud infrastructure as a service.  The 

cloud deployment models include four items as public cloud, community cloud, private 

cloud and hybrid cloud.  Cloud computing issues and risks models are classified  to 

technological factors, organizational factors, environmental factors, and operational 

factors. Finally, security control methods are  classified to network security controls,  

data and storage security controls, application security control and physical security 

controls. Furthermore, successful adoption of cloud computing model  for managing e-

banking system will greatly improve the probability of cloud e-banking success in 

banking organizations. 

 

Keywords:  cloud computing, cloud issues, cloud security control, cloud services, cloud 

deployment, cloud e-banking 

  

1 Introduction 

  Cloud computing offers a lot of benefits, but today, cloud computing is suffering 

from safety hazards. Security is the client's most significant problem these days. If a 

client wants to take complete advantage of cloud computing, then information, facilities 

and application safety must be assured for this client (Al-anzi, Yadav and Soni, 2014). 

While there is plenty of research and progress in cloud computing, many cloud 
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computation projects have a very high error frequency, mainly when it goes to the 

banking sector (Elzamly, Hussin, S. Naser, et al., 2015; Elzamly et al., 2017). 

Nevertheless, cloud technology has become a primary focus for the commercial industries 

to depend on cloud-based apps, storage capacities, data centers, etc. The effect of cloud 

technology on banks is also vast and useful, as it can provide banks with flexibility and 

provide a way to assess and handle services more efficiently (Sattiraju, Mohan and 

Mishra, 2013). Cloud risk management has become a prevalent exercise among the 

achievement of significant banking organizations today. In the growing attempt to 

enhance design procedures and safety; latest surveys have noted a cloud computing threat 

region. Risk management enables company managers, and teams to create stronger 

choices to mitigate cloud computing hazards.  Cloud computing is a lately quickly 

advanced large-scale cloud computing technology that possesses big computing and 

storage capacity through the inclusion of a significant amount of shared different assets 

(Yang, Wu and Yang, 2012). The word cloud computing defines the organization of a 

model of a computer network that can satisfy real-time user needs for storage, computing 

power, and applications. In their work, they consider cloud computing as a system 

consisting of hardware, software, and procedures that a user (in their case an accounting 

department) can rent for use in real-time. At any moment, any department employee will 

link to the scheme from anywhere using a range of devices (i.e. PCs, laptops, mobile 

devices, etc.) (Nikolopoulos and Tzouramanis, 2016). Finally, our paper's objective is to 

control  methods and solutions for mitigating critical cloud issues in banking 

organizations. 

 

2 Literature Review 

  Cloud computing is usually associated with failures. Risk of failure defined as the 

possibility of suffering loss, or exposure in the cloud-computing life cycle.  Commonly, 

cloud computing risk management consists of the processes, methods and techniques that 

are useful to mitigate cloud computing risk failure. Cloud security is a broad topic and 

any combination of policies, technologies, and control  methods to protect data and cloud 

system, infrastructure and services from possible attacks. Furthermore, existing 

researches focused on providing security technologies, rather than business features such 

as services stability, continuity and availability  (Gao et al., 2013). Additionally, the cloud 

bank model is a resource management modelling based on economic principles. Its 

function is very similar to commercial banks in deposit and loan business (Li, Pu and Lu, 

2012). Organizations using cloud infrastructure to provide SaaS have multiple options. 

By weighing factors of workload, cost, security, and data interoperability, IT can choose 

to utilize their private cloud to mitigate risk and maintain control; use public cloud 

infrastructure, platform, or analytics services to further enhance scalability; or implement 

a hybrid model that combines private and public cloud resources and services (Sakharkar, 

Dande and Mate, 2017). Cloud computing is the process of storing a vast amount of data 

to have efficient retrieval for future use. Cloud computing doesn't provide storage 

capabilities only; instead, it is capable of having many security features(Sen and Saluja, 

2017).  Cloud storage got importance because of various benefits: Relief of the burden for 

storage management, open access with location independence, and avoidance of capital 

expenditure on hardware, software, and personal maintenance, etc. (Navya and 

Ramanjaiah, 2017). Cloud system is gaining the importance in public environment. But 
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security is always a critical challenge while sharing valuable information(Singh and 

Singh, 2016). This study will is to propose adoption of cloud computing model  for 

managing e-banking system.  

 

3 Cloud Service Models  

  All four types of cloud computing can provide "on-demand" computation at one 

or more of four stages. The cloud service model is split into four classifications accessible 

from a cloud supplier: cloud banking as a service (CBaaS), cloud software as a service 

(CSaaS), cloud business platform as a service (CPaaS) and cloud infrastructure as a 

service (CIaaS) at distinct rates as follows:  

3.1 Cloud Banking as a Service (CBaaS) 

Business element reflects organizations (e.g. banks) that can give their clients 

commercial or banking facilities through mobile banking (e.g. mobile payments). Mobile 

banking applications can be supported with portable computing or technology (Gill, 

Bunker and Seltsikas, 2011).  

3.2   Cloud Software as a Service (SaaS) 

Software as a Service (SaaS) (application level) is a model where software is 

introduced using one of the four implementation systems. Users do not have 

connections to information or configurations and can only use the software stored in 

cloud computing (Arunkumar and Venkataraman., 2015).  SaaS facilitates promotes 

user entry to applications and databases. The user does not have to install and run 

the app on their local computer. Maintenance is simple in SaaS, so it is quite cost -

effective (Irfan et al., 2015). SaaS is the most common model and needs cloud 

suppliers to install and operate the complete application stack on their platform, and 

users view these applications directly through particular client software (Singh, 

2017).  

3.3  Platform as a Service (PaaS) 

On the Platform as a Service (PaaS) layer, clients use an API to implement 

their applications using the provider-supported programming languages and 

instruments (Beckers et al., 2011). In the PaaS model, the client is permitted to 

write applications running on the environment of the service provider. PaaS system 

provides you with infrastructure as well as full operating and developing 

ecosystems to deploy your applications (Goyal, 2014). Platform as a Service (PaaS), 

is a category of cloud computing that concerns the ability of clients to employ 

virtual servers. Moreover, this service is to ensure that the clients can efficiently 

plan, structure, examine and install applications(Alajmi et al., 2018). 

3.4  Infrastructure as a Service (IaaS) 

The service provider offers digital and physical hardware as a service in 

Infrastructure as a service model, and the full infrastructure is supplied over the 

internet. In this model, the client has more safety monitoring (Al-anzi, Yadav and 

Soni, 2014). IaaS offers consumers with connections to all equipment, including 

processing, storage, networking and other primary computing resources, and clients 

can deploy and operate any software, including working devices and applications. 

Customers do not handle or regulate any cloud computing infrastructure, but they 

can adjust the option of the operating system, storage space, and also restrict 

network elements within certain boundaries (Wang, 2016).  
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4 Cloud Deployment Models  

Cloud Computing Deployment Models provide with designs such as public, 

private, community, and hybrid as follows:  

4.1 Public Cloud 
Public cloud services are defined by being accessible through the internet to 

customers from a third-party service provider (Irfan et al., 2015). As the word 

"Public" does not explicitly mean "Free" while using public cloud services is 

equally cheap when deploying solutions. Moreover, "Public cloud" does not imply 

that there will be no safety engaged in it, and the information will be accessible to 

the public. Public cloud is available to government use, and it is a cost-effective 

solution for applications hosting. There are few instances: Google, Amazon and 

Microsoft. 

4.2 Community Cloud  

  A community cloud comes between public and private clouds about the consumer 

target set. The Community Cloud aims to integrate shared resources from grid computing, 

centralized control of digital ecosystems and green computing development with the use 

of cloud computing instances while allowing higher use of self-management 

developments from autonomous computing (Goyal, 2014). This cloud system is 

controlled by a community of organizations that hold the same concerns. It may also be 

regulated by a third party (Irfan et al., 2015).  

4.3  Private Cloud 

  A private cloud offers an organization with facilities through an intranet. Private 

clouds can be linked to one another to create a companion cloud. Private clouds are only 

run for an organization (Beckers et al., 2011). The implementation of fine-grained access 

control systems to safeguard the privacy of banking information is more flexible and 

reliable. A hybrid hosts sensitive information and workflows on its private cloud and can 

ensure the same safety and privacy as a private cloud (Hu, Peng and Bai, 2015). A private 

cloud is hosted in a company's data center and offers its facilities only to users within that 

firm or its associates (Goyal, 2014).  

4.4  Hybrid Cloud  

  Hybrid cloud utilizes both government and private cloud methods where it relates 

the strategy views of public cloud services with the private cloud foundation. In reality, 

the private cloud must be connected to the rest of the company's IT resources and cannot 

be separated from the public cloud (Alzahrani, Alalwan and Sarrab, 2014).   

 

5 Critical Cloud Computing Issues and Challenges for Banking 

Organizations 

  Cloud security is a broad subject and any mixture of measures, techniques and 

checks to safeguard information, infrastructure and facilities from feasible attacks or the 

achievement of company goals should operate effectively in all security domains (Al-

anzi, Yadav and Soni, 2014).  However, we need to incorporate between risk 

management methods and quantitative, intelligent techniques in a software development 

project to mitigate software project failure(Elzamly and Hussin, 2014b; Elzamly, Hussin 

and Salleh, 2015). The security issue is regarded as one of the most significant difficulties 

in offering a cloud computing service. It is crucial for the achievement of the cloud 

services company  (Gao et al., 2013).  Cloud computing is a recent evolving technology 

that every organization nowadays wishes to adjust to its company for higher profitability 
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and scalability. This communication described cloud computing outlined all cloud 

computing business designs and discussed the characteristics of public, private, hybrid 

and community cloud computation. (Goyal, 2014). The company will be prepared to 

define its vulnerability and power for each variable and then develop and come up with a 

plan that can assist them in creating the right choice towards the effective implementation 

of cloud computing (Al-shargabi and Sabri, 2016). Risk is not always avoidable, but it is 

controllable on software development projects(Elzamly and Hussin, 2014e; Elzamly, 

Hussin, S. S. A. Naser, et al., 2015). Cloud risk management includes  many phases: 

Cloud risk planning phase, cloud risk identification phase, cloud risk prioritization phase, 

cloud risk analysis phase, cloud risk evaluation phase, cloud risk treatment (RT) phase 

involves four approaches for responding cloud risks: Cloud risk mitigation, cloud risk 

avoidance, cloud risk transfer, cloud risk elimination, cloud risk acceptance, cloud risk 

controlling (RC) phase and  cloud risk communication & documentation phase (Elzamly 

and Hussin, 2014a, 2014d, 2014c; Elzamly, Hussin and Salleh, 2016). Critical security 

issues and challenges in cloud banking are required to address in this section:   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1  Critical Cloud Computing Issues and Challenges model 
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6 Security Control methods and solutions for mitigating cloud issues   

Cloud computing is also a new technology that every company wants to adapt 

for more profitability and scalability for their businesses these days. This 

communication defined cloud computing, highlighted all cloud computing services 

and discussed public, private, hybrid and community cloud computing features (Al-

shargabi and Sabri, 2016). The cloud computing environment used to form part of 

an information system of an organization must, in the meantime, be controlled in 

order to reduce any negative impact on the mission or business processes (Kai et al., 

2012). However, in this section we must highlight the cloud control methods and 

solutions to mitigate cloud issues in banking organizations:  

  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

Figure 2  Control methods and solutions for mitigating cloud issues 
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split the framework for cloud computing into four five stages, such as cloud services 

model, cloud deployment model, cloud issues model, and cloud control security model as 

follows in Figure1. 
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Figure 3  Adoption  of Cloud Computing Model for e-Bank System 
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